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A year of continued regulatory change

Introduction

Deloitte Centre for Corporate Regulatory Insight

The past few years have seen government and
regulators around the world making significant
changes to the regulatory landscape to catch up
with digital and technological innovation and to
enhance broadband speeds.

This trend will continue in 2018 and beyond with
the European Union’s Digital Single Market
Strategy reaching its half tenure and the UK
government bringing sections of the Digital
Economy Act 2017 into force.

Most of the changes aim to encourage innovation
in the TMT community, while improving customer
access and protection, and increasing security
measures.

The list of upcoming regulations includes key
measures but is not comprehensive.
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Key dates for your diary

Timeline

18 Jan 18
IPA 2016 -
Consultation 
closed for 
changes in 
the Act and 
new code of 
practice

Q1 18
Expected 
adoption of 
EU 
Audiovisual
Media 
Services 
Directive

Q2 18
Ofcom reports 
on children 
content review 
and UK radio 
industry

9 May 18
EU NIS 
Directive to 
be 
transposed 
into national 
law

Q4 18
Ofcom 
consultation on 
the Accreditation 
scheme for price 
comparison 
websites

13 Jan 18
PSD2 –
Deadline for 
ECE 
notification 
and 
authorisation 
application

2
0

1
8

Q2

2
0

1
91 Apr 18

EU 
regulation on 
cross border 
portability of 
online 
content 
applies

Q3 18
Ofcom 
announcement 
on 700 MHz 
licenses

9 Nov 18
EU NIS 
Directive – UK 
to identify the 
operators of 
essential 
services

Q3

19 Dec 17
Ofcom 
finalised 
mobile 
switching 
approach, 
effective 
from 1 Jul 
2019

Q1 18
Ofcom 
statement on 
070 call 
termination 
market review

Q1 18
Ofcom 
consultation 
on cost of 
calling 
Directory 
Enquiries 
services

25 May 18
EU GDPR comes 
into effect;
EU ePR originally 
planned to come 
into effect but 
delay likely

Q3 18
Ofcom 
consultation 
on awards of 
spectrum 
bands 

1 Oct 18
Section 124S 
Communications 
Act 2003 comes 
into force –
mobile phone 
service 
providers to give 
customers 
option to limit 
their bill

Q4

Spring 18
UK 
government 
expected to 
publish the 
Drone Bill

Abbreviation keys:
PSD – Payment Services Directive

IPA – Investigatory Powers Act
ECE – Electronic Communications Exclusion

NIS – Network and Information Security
GDPR – General Data Protection Regulation

ePR – e-Privacy Regulation

Deloitte Centre for Corporate Regulatory Insight
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Digital Single Market Strategy in acceleration

Upcoming EU regulations

Regulation Key provisions Potential impacts Key dates

Payment 
Services 
Directive 2 
(PSD2)

• Replaces the first Payment Services Directive (PSD1) and updates the
regulatory regime to reflect changes in the payment market and remove
barriers to market entry. It now covers sales charged to bills by telcos and
other electronic communications providers, including premium rate services.

• Extends to all “one-leg out” transactions (payment transactions where
either the payer or payee’s payment service provider is located outside the
EEA) in all currencies.

• Introduces the role of Third Party Providers: Account Information Service
Providers (AISPs) and Payment Initiation Service Providers (PISPs).

• Includes new, more stringent security requirements relating to
operational and security risks to make payments safer and more secure and
thereby, protecting consumers.

• Exemptions: commercial agents, limited network payment providers and
electronic communications exclusion (ECE).

Telcos providing (or intending 
to provide) payment services 
have 2 options:
• Use the ECE: need to 

implement systems and 
process to monitor real-
time usage across different 
billing platforms.

• Become authorised, 
either as Payment 
Institutions or E-money 
Institutions: need to 
implement additional 
processes and security 
measures to be compliant.

• 13th Jan: 
deadline for 
ECE 
notification or 
application for 
authorisation.

E-Privacy 
Regulations 
(ePR)

Aims to align with GDPR but focus on e-privacy, cookies and direct marketing.
• Browser settings to replace cookie banners: browser providers such as IE, 

Chrome, Firefox etc. will provide options for users to allow / disable cookies by 
functions, making cookie settings easier and more user friendly.

• 4% fine as per GDPR for offences.
• Wider scope to go beyond traditional telecom operators but also providers of 

electronic communications services such as OTT providers (WhatsApp, 
Facebook Messenger, Skype, Gmail, iMessage, Viber, etc.).

• Metadata: same rules apply to both content and metadata communications 
(e.g. numbers called, websites visited, geographical location or time/date a 
call was made, etc.)

• Direct marketing: still not confirmed and likely to be amended. Main 
principle is that such communications are allowed only under user consent but 
may allow for “soft opt-in” for existing customers on similar products and 
services. Likely to affect B2B marketing.

• Use of 3rd party analytic cookies (e.g. Google Analytics) will required 
consent but exemption applied to 1st party analytic cookies.

• Browser settings for 
cookie consent may lead to 
mass removal of consent, 
resulting in many sites 
becoming inaccessible to 
users.

• Major changes expected 
in direct marketing 
business and how consent 
will be obtained to ensure 
compliance.

• Retrospective consent 
may be required for 
existing users.

• 25th May: 
planned date 
for the new 
ePR to be 
implemented.

• However, this 
is not likely as 
it is being 
negotiated at 
EU level.

Deloitte Centre for Corporate Regulatory Insight
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Digital Single Market Strategy in acceleration

Upcoming EU regulations

Regulation Key provisions Potential impacts Key dates

Cross border 
portability of 
online 
content

• Providers of paid online content services must ensure that users can 
access their services across the EEA.

• Providers of free-of-charge online content services can, nevertheless, 
decide to offer portable services to their subscribers provided they comply 
with the requirements regarding verification of the Member State of residence 
and inform their subscribers and the relevant rights-holders.

• Verification of the Member State of residence: Providers of online content 
must verify the subscriber’s Member State of residence by using no more than 
two – reasonable, proportionate and effective – means of verification in a list 
(including identity card, payment details, location of a decoder, internet or 
telephone service supply contract, IP address).

• Online services include:
 video-on-demand platforms (such as Netflix, HBO Go, Amazon Prime, Mubi, 

Chili TV)
 online TV services (such as Viasat's Viaplay, Sky's Now TV, Voyo)
 music streaming services (such as Spotify, Deezer, Google Music)
 game online marketplaces (such as Steam, Origin).

• Affects OTT service
providers such as Virgin 
Media, Amazon, Netflix etc. 

• It is unclear if the 
regulation will remain in UK 
law after Brexit.

• 1st Apr:
regulation 
becomes 
applicable in 
all Member 
States (MS).

Network and 
Information 
Security 
(NIS) 
Directive

• Sets out minimum standards for network and information security that 
must be met by market operators that are deemed systemically important to a 
country's operation. 

• The sectors covered include:
 Energy
 Transport
 Banking
 Financial market infrastructures

• Telecoms providers will 
not be subject to the NIS 
Directive as they have a 
different framework.

• Online marketplaces,
search engines and cloud 
suppliers as digital service 
providers have less onerous 
obligations

• 9th May: MS 
to transpose 
the new rules.

• 9th Nov: MS 
to identify the 
operators of 
essential 
services.

Spectrum 
Coordination 
/ 5G Rollout

• Member States to reassign the 694-700 MHz band by 30 June 2020. This 
reallocation may be delayed by up to two years in duly justified cases.

• Broadcasting services will maintain priority in 470-694 MHz band at least until 
2030. Member States will have certain flexibility to use this range for other 
purposes, including mobile broadband, as long as the use is compatible with 
broadcasting needs and respects technological neutrality.

• Investment and 
collaboration throughout 
the sector to deploy more 
infrastructure for 5G.

• New commercial models
and services such as 5G FWA 
(Fixed Wireless Access) and 
dark fibre will result in new 
market entrants.

• Q3: Ofcom 
announces 
statement on 
obligations in 
700 MHz 
licenses 

Deloitte Centre for Corporate Regulatory Insight

 Health sector
 Water supply and distribution
 Digital infrastructure
 Digital service providers.

Back to contents page



7

Beyond 2018

Upcoming EU regulations

Regulation Key provisions Potential impacts Key dates

Electronic 
Communications

Code (EU)

• Lays out rules by which national regulators might impose conditions on 
telecoms operators in their jurisdiction proactively - from consumer 
protection via safer online environment, easier switching mechanisms and 
rights to affordable internet contracts; to security measures and licensing 
framework.

• Sets conditions on how operator designated as having significant market 
power should be regulated.

• Competition with entries 
of smaller players and 
co-investments between 
rival operators are likely 
to increase.

• Oct 2017: EU
institutional
negotiations
opened.

• TBD: Code to be 
finalised.

Significant 
Market Power 
(SMP)
Guidelines 
Review

• EU Commission is reviewing its SMP guidelines and is considering 
alterations to market definitions, single and collective SMP, remedies and 
powers of investigations and cooperation.

• New guidelines could reflect recent case law on the concept of joint 
dominance, and how OTT services and bundled telecommunications 
packages can exercise a competitive constraint on existing SMP operators.

• Any fundamental 
changes to the guidelines 
will have a significant 
impact on the industry 
and competition-related 
enforcement.

• Mid 2018: new 
guidelines
expected to be 
released.

Cyber
Security 
Package

• Includes proposal for an EU wide, optional cyber security certification 
scheme to validate adherence with legal cyber security requirements.

• Certification can last for up to 5 years.

• Potential reduction in 
costs associated with 
applying for multiple 
certification schemes 
across Member States.

• 2019-2020: 
Implementation 
with a start-up 
period.

Consumer 
Protection 
Directives

• 2 Directives were proposed on contracts for the sale of goods - digital (both 
digital content and digital services) and physical (online and offline, 
including face-to-face sales), to achieve full harmonisation on 
consumer rights. 

• There are some discrepancies with the UK Consumer Rights Act 2015:
 no short term right to reject;
 no claim for refund or reduction after a single repair attempt;
 emerging defect presumed to have been present on delivery for up to 

two years (rather than six months under the CRA);
 remedy for defects discovered within two years (whereas it is five years 

in Scotland and six in the rest of the UK);
 consumers need to expressly accept known defects (under the CRA, they 

have to be obvious or drawn to the consumer’s attention);
 a statutory right to withhold payment of outstanding amounts until 

defects are fixed (not present in the CRA);
 less scope for deduction from refund payable to the consumer on 

rejection of goods.

• Member States have 2 
years to implement into 
national legislation on 
adoption. Therefore, the 
UK will not have to 
transpose into UK law.

• Discrepancies between 
the UK and EU 
legislations may result in 
extra compliance costs 
for companies operating 
in both jurisdictions.

• Oct 2017: 
amended proposal 
for the physical 
goods directive 
sent to Parliament 
and the Council. 

• Nov 2017: 
Committee report 
tabled for 1st 
reading in 
Parliament.

• TBD: Directives 
to be finalised and 
adopted.

Deloitte Centre for Corporate Regulatory Insight
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Building a secure a digital economy

Upcoming UK regulations

Regulation Key provisions Potential impacts Key dates

Investigatory
Powers Act 
2016 (IPA) 
and Codes of 
Practice

• Establishes the powers of public bodies to gain access to the public’s 
communications and communications data (metadata - who, how, 
when, where) from telecommunications operators and postal operators 
(communications service providers – CSPs).

• CSPs - either:
 offer or provide communications service to persons in the UK; or 
 control or provide a telecommunication system which is in or controlled 

from the UK.
• Telecommunications operators can include: 

 phone companies and internet-based service providers (e.g. social media 
platforms, cloud hosts, web-based email, messaging applications, etc.); 
and

 those persons who provide services where customers, guests or members 
of the public are provided with access to communications services that 
are ancillary to the provision of another service, e.g. a hotel where wi-fi is 
provided to guests.

• Consultation on the following 5 Codes of Practice has concluded and the 
updated draft codes are now subject to Parliamentary approval before 
becoming law:
 Intelligence Services’ Retention and use of Bulk Personal datasets
 Bulk acquisition of communications data
 National security notices
 Equipment interference
 Interception of communications

• IPA 2016 is being amended in response to the EU Court of Justice’s (CJEU) 
judgement on access to communications data. This is currently under 
consultation, together with a new Communications data code of practice. 

• Technical capability 
notice: requires CSPs to 
install specified technical 
facilities to provide 
assistance in giving effect 
interception, equipment 
interference and bulk 
acquisition warrants and 
notices or authorisations 
for the acquisition of 
communications data.

• Retention notice: 
requires CSPs to retain 
communications data for a 
max period of 12 months.

• Data security: CSPs to 
protect the retained data
with adequate security 
across four key areas:
 physical security e.g. 

buildings, server cages, 
CCTV;

 technical security e.g. 
firewalls and anti-virus 
software;

 personnel security e.g. 
staff security 
clearances and 
training;

 procedural security e.g. 
processes and controls.

• 18th Jan: closing 
date for 
consultation on 
changes to IPA 
2016 as a result 
of the CJEU 
judgement.

• 18th Jan: closing 
date for 
consultation on 
the 
Communications 
data code of 
practice.

• TBD: IPA 2016 to 
fully into force.

Deloitte Centre for Corporate Regulatory Insight
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Building a secure digital economy

Upcoming UK regulations

Regulation Key provisions Potential impacts Key dates

Digital 
Economy 
Act 2017

• Addresses policy issues related to electronic communications infrastructure 
and services, as well as updating conditions and sentences for criminal 
copyright infringement.

• Gives Ofcom oversight of the BBC.
• Mandates a Universal Service Obligation for users to request broadband 

speeds of a minimum of 10Mbps.
• Commissions the British Board of Film Classification to regulate age-

verification on pornographic websites and to impose fines on those who are 
non-compliant.

• Updates the Ofcom Electronic Communications Code which facilitates the 
installation and maintenance of electronic communications networks, 
conferring rights to simplify planning procedures.

• Increased penalties for 
nuisance calls.

• Penalties for 
communications 
providers from Ofcom for 
failure to comply with 
licence commitments.

• Tighter controls for 
pornographic websites to 
ensure users are 18 or 
older.

• 28th Dec 2017: 
the Electronic 
Communications 
Code became 
law.

• Some provisions 
are already in 
force but a 
others have no 
specific dates 
confirmed.

Drone Bill • Will put in a legislative framework for the UK drone market.
• Will build on the Department for Transport’s review of the current powers 

which law enforcement agencies have in relations to drones. The review 
highlighted gaps due to the fast expansion of the market without 
accompanying legislation.

• The Draft Bill will include new police powers:
 Drone users would need to produce registration documents on request
 Users would need to ground a drone safely under certain circumstances
 Police would have the power to seize and retain components if there is 

suspicion it has been involved in a criminal offence.

• Mandated use of safety 
and airspace awareness 
apps for drone users.

• Owners of drones above 
a certain size / weight 
would have to sit a test 
before being allowed to 
operate a drone.

• Restricted fly zones for 
drones, with built in GPS 
blockers.

• Spring 2018: 
closing date for 
the government 
ahead of 
engagement with 
wider 
stakeholders.

Deloitte Centre for Corporate Regulatory Insight
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Innovation and consumer protection

Regulatory authorities’ work programmes 2018

Objectives Ofcom (proposed) BEREC

Consumer 
protection

• Mobile switching – approach finalised on 19th Dec 2017, comes into 
effect on 1st July 2019.

• Identify and address barriers to competition and exercising choice 
– update Q1 and consultation Q4.

• Review the cost of calling Directory Enquiries services –
consultation Q1.

• Complete the integration of new responsibilities for regulating the BBC.
• Review children’s content – possibility of setting criteria for 

children’s programming – initial report Q2.
• Implement enforcement proposed under the Network and 

Information Security (NIS) Directive and adopt the TBEST scheme 
for cyber security assurance.

• Report on the termination of contracts and 
switching providers.

• Report on best practices for ensuring equivalence of 
access and choice for disabled end-users.

• Report on contractual simplification.
• European benchmark of pricing of bundles – fixed 

broadband and mobile services separately.

Spectrum 
coordination

• Prepare for future awards of spectrum bands – consultation Q3.
• Prepare to make sufficient spectrum available for 5G.
• Improve mobile coverage – statement on obligations in 700 MHz 

licenses Q3.

• Report on best practices on spectrum authorisation,
award procedures and coverage obligations to 
enable 5G.

• Carry-over and follow-up work on monitoring mobile 
coverage.

Fairer 
competition

• Complete market review of 070 call termination – statement Q1.
• Review the Accreditation Scheme for price comparison websites

– consultation Q4.
• Effective Openreach reform.
• Implement regulation following the Wholesale Local Access Market 

review.
• Support investment in advanced, competing network infrastructure.

• Respond to connectivity challenges and new 
conditions for access to high capacity networks.

• Monitor potential bottlenecks in the distribution of 
digital services: data economy, location of network 
termination point, internet of things indicators.

• Develop a net neutrality measurement tool.
• Report on implementation of net neutrality 

regulation.

Quality
improvement

• Promote diversity and equality of opportunity in broadcasting –
second annual report on the UK radio industry Q1/2.

• Improve the functionality of broadband checker tool and mobile 
coverage tool to provide more accurate consumer information –
update tools Q3.

• Carry-over and follow-up work on monitoring mobile 
coverage.

• Develop an open data platform for non-confidential 
data.

EU regulation 
alignment

• Audiovisual Media Services Directive – expected adoption Q1.
• EU Electronic Communications Framework – negotiations ongoing.

• Inputs to the European Commission on review of the 
Termination Rates, the SMP Guidelines and the 
weighted average cost of capital calculation.

Deloitte Centre for Corporate Regulatory Insight
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